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For the complete E-xD product manual with all features and functions, click here.
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HOW TO SETUP SNMP

Follow these steps to prepare the ENVIROMUX to send SNMP traps to ENVIROMUX users.

Under Network Settings:

1. Enable the proper SNMP Agent type (v1/v2c , vl/v2c/v3, or just v3) depending upon what type of SNMP browser you use.
e vl1/v2c = no security required
e vl/v2c/v3 = messages with or without security
e v3=only secure messages will be sent

Note: The v3 browser uses an Engine ID string to encrypt and decrypt SNMP messages. The Engine ID for the E-xD
(each ENVIROMUX will have a different one made from the ENVIROMUX's MAC address) can be found on the System
Information page in the ENVIROMUX web interface.

2. Place a checkmark in “Enable SNMP Traps”.
3. Enter names for the Read-write community and Read-only community (usually just “private” and “public” as shown).

[=I SNMP Settings |

Enable SNMP Agent SNMPvIvICNG

Allow access to SNMP agent on this device
Enable SNMP Traps

Enable sending of SNMP traps from this device
Read-write community private
ELOATINE: Read-write community name for SNMP agent
Read-only community public
name

Read-only community name for SNMP agent

SNMP Settings under Network Settings

Under Sensor Configuration:

4. Under the sensor configuration for each sensor, enter a Group number that the sensor should belong to. Users can receive
alert messages from some, all, or no sensor groups, as configured under User Settings.

Sensor #2.1 Configuration (Type: Temperature Combo)

~| Sensor Settings

Description Sensor #2.1
Descriptive name for the sensor

Group 1 - <

-«
Select which group the sensor belongs to

Units Deg.F -
Select the units for the sensor

Min, Level 4.0
Min. supported value for the sensor
Max. Level 167.0

Max. supported value for the sensor

Min. Non-Critical Threshold 5.0
Min. threshold below which indicates an non-critical alert condition

Max. Non-Critical 85.0
Threshold Max. threshold above which indicates an non-critical alert condition
Min. Critical Threshold 50.0

Min. threshold below which indicates an alert condition

Max. Critical Threshold 100.0
Max. threshold above which indi an alert
Refresh Rate 10 Sec -

The refresh rate at which the sensor view is updated

Enter at least one group number to sensor configuration
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5. Place a checkmark in “Enable SNMP Traps” checkbox under the sensor configuration for each sensor that should send traps
when there is an alert. If you want them sent for Critical Alerts and Non-Critical Alerts, there is a checkbox for each level.

‘[—'Junn—r:ritical Alert Settings |

Disable Alerts

Alert Delay

Motify Again Time

Notify on return to
normal

Enable Syslog Alerts

Enable SNMP Traps

Enable E-mail Alerts

E-mail Subject

Enable SMS Alerts

Enable Siren/Beacon
alarm

Associated Output Relay
Qutput Relay status on
alert

Output Relay status on
return from alert

Disable alert notifications for this sensor

30 Sec -
Duration the sensor must be out of thresholds before alert is generated

30 Min -
Time after which alert notifications will be sent again

Send a notification when this sensor returns to normal status

Send alerts for this sensor via syslog
&

=

Send alerts for this sensor via SNMP traps

Send alerts for this sensor via e-mail

Non-Critical Alert
Subject of e-mails sent for alerts

Send alerts for this sensor via SMS

0

Turn on the siren/beacon alarm when this sensor goes to alert

None -
MName of the output relay that can be controlled by this sensor

Inactive -
Status of the output relay when going to alert

Inactive -
Status of the output relay when returning from alert

Enable SNMP Traps for the sensor

Under User Settings:
6. Apply a checkmark to the Group number(s) for the sensor(s) you want to receive SNMP traps about.

7. Be sure to apply a checkmark in the “SNMP Traps” box under Configure User ->Contact Settings for each user that should
receive SNMP traps

8. Enter a valid IP address where traps are to be sent for each user.

| = Group Settings |
<

User receives notifications for Group 1

Group 1
Group 2
User receives notifications for Group 2

Group 3 il
User receives notifications for Group 3

Group 4

User receives notifications for Group 4
Group 5 D

User receives notifications for Group 5
Group 6

User receives notifications for Group 6
Group 7 B

User receives notifications for Group 7
Group 8

User receives notifications for Group 8

= contact Settings

E-mail Alerts
User receives alerts via e-mail

Brief E-mail
User receives brief e-mail

E-mail Address

E-mail address for the user

Syslog Alerts =
User receives alerts via syslog
<
SNMP Traps -

User receives alerts via SNMP traps
Syslog /SNMP IP Address
IP address where syslog mgsages’gNMP traps are sent for this user

SMS Alerts L]
User receives alerts via SMS

SMS Number

Phone number where SMS messagess are sent for this user

User Settings required for SNMP Traps
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9. If the “Enable SNMP Agent” setting under “Network Settings” was SNMPv1/v2c/v3, then the Authentication Protocol (MD5 or
SHA), Authentication Passphrase, Privacy Protocol (DES or AES (v128)), and Privacy Passphrase will only need to be filled in for
users that will receive secure messages.

If only aSNMPv3 was selected, then these settings must be filled in for each user.

The protocol types will be dependent upon the type of SNMP Agent you are using (refer to your SNMP Agent specifications).
e Authentication Protocol = MD5 or SHA
e Privacy Protocol = DES or AES (v128)
If only SNMPv1/v2c will be used, the default settings of “None” will apply.

The passphrases will be those that have been setup in your SNMP agent for the user being configured.

Note: The username in the ENVIROMUX user configuration must match the username in the SNMP browser

configuration. -
Configure User

| =l Account Settings |

Username useri <

The username fnr‘this user Must match user in SNMP
Admin il browser configuration
Grant this user administrative privileges
Enabled L]

Users can only access the system if their account is enabled
Password seesseane
The user's password to login to the system (for local authentication)

Confirm ssssssans

Confirm the entered password

Title

The user's title within the company
Department

The user's department within the company
Company

The name of the user's company

Username must match SNMP configuration

10. Select which Traps type the user should receive. If SNMPv1 or SNMPv2c are selected, the Authentication and Privacy
settings below do not need to be configured as they are only required to receive SNMPv3 messages.

| £ SNMP Settings I

Authentication Protocol None -

Select authentication protocol

Authentication

Passphrase The authentication passphrase

Privacy Protocol None -
Select privacy protocol
Privacy Passphrase |

The privacy passphrase

Traps Type SNMPv1 -
Select type of traps accepted by user

Apply applicable authentication settings
11. Use the MIB file (below) with your SNMP browser to setup and manage SNMP traps.

The MIB file is available for download from the firmware update website:
http://www.networktechinc.com/download/d-environment-monitor-16.html for E-16D / -5D / -2D
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BASIC SNMP SET COMMANDS

In order to Acknowledge and Dismiss Alerts only:

Internal Sensor Status

External Sensor Status

Aux Sensor Status  (devices like the E-ACLM-V, E-ACDCLM, and E-ACLM-3P480)
Tac Sensor Status

Digital Input Status

Remote Digital Input Status

IP Device Status

Event Status

Smart Alert Status

IP Sensor Status

In order to Activate or Deactivate Relays only:

Output Relay Status

SNMP DEFINITIONS

Definitions of Integer Values reported by an SNMP Trap for Sensors

(From the mib file:)
diglnputStatus OBJECT-TYPE

SYNTAX INTEGER {notconnected(0), normal(1), prealert(2), alert(3), acknowledged(4),
dismissed(5), disconnected(6), reserved(10) }

MAX-ACCESS read-write

STATUS current

DESCRIPTION "The status of the sensor"

(Also applies to extSensorStatus)

INTEGER Value Definitions:

0- Not connected : No sensor has been connected to the referenced digital input.

1- Normal : Sensor is connected and operating within the parameter defined by “normal status” for that sensor, or in the case of
external sensors, working between the values set by “Minimum Level” and “Maximum Level”.

2- Prealert: Sensor is connected and has entered alert status but has not been in alert status longer than the value defined by
the “alert delay” for that sensor. Once that delay time has been satisfied, if still in alert status an alert will be sent by the
ENVIROMUX.

3- Alert: Sensor is connected and has been in alert status longer than the time specified in the “alert delay” field.

4- Acknowledged: User has acknowledged the alert that has been reported by the ENVIROMUX for the sensor. The
ENVIROMUX will not report another alert until the status for the sensor has returned to normal and then returns to alert status.

5- Dismissed: User has dismissed the alert reported by the ENVIROMUX for the sensor. The ENVIROMUX will report another
alert if the sensor status does not return to normal when the time period configured in the “notify again after” field elapses.

6- Disconnected: Sensor was previously connected to the ENVIROMUX but has since lost its physical connection with the
ENVIROMUX

10- Reserved : This field is not in use and is held for future reporting purposes.
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SMS RELAY VIA SNMP

The ENVIROMUX has the ability to send an SMS text message via SNMP using the ENVIROMUX as a relay (applies to
ENVIROMUX firmware version 2.51 and later). The ENVIROMUX must have a GSM modem installed.

In order to use this feature, you must configure your third-party device's SNMP settings to send a SET command to the
ENVIROMUX. If your device (printer, fax, access server, router) has SNMP features, and you have an SNMP Client installed
(MIB Browser for example), you need to configure the third party devices to send a SET command using the format described
below when triggered.

Note: Not all devices that support SNMP also support the sending of SET commands.

We used a MIB browser to configure an E-5D as the device to send the message in the image below.
1. From within your SNMP browser, click on msgRegisters ->msgRegisterDescription.

2. Right click msgRegisterDescriptionl and select SET.

3. Under Value, enter the number of phone numbers to send the text message to (up to 4 different numbers), enter the phone
numbers to be called (no hyphens), and enter a text message up to 160 characters in length. Each piece of information must be
separated by a "#" sign.

Example:
#number of phone numbers (1-4)#phone number#next phone number#text message to be sent

#2#3305627070#3305622622#SMS SAMPLE MESSAGE

Note: If your Log Settings are set to Debug, when a text message is sent, a record of it being sent will be logged.
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Use SNMP as SMS Relay
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LOCATING OIDS

To use SNMP (Simple Network Management Protocol) to monitor the sensors and control the functions of an ENVIROMUX
Enterprise Environment Monitoring System (SYSTEM), you first need to install SNMP network management software. The
software package will include an MIB (Management Information Base) browser and there are many different MIB browsers so we
will be very general about the instruction provided herein. The MIB browser can be used to quickly view sensor data and the
status of all characteristics of the SYSTEM. How you make use of that information is up to you.

General Information

Every piece of information available from the SYSTEM through the MIB browser has an OID (Object Identifier). The MIB file
provided with the SYSTEM (available from http://www.networktechinc.com/download/d-environment-monitor-16.html) provides a
database to organize information received regarding sensors, output relays, IP Devices, etc.. Each piece of information derived
from this database has a unique OID. To see the OID for any piece of information, select the variable and the OID assigned to it
will be displayed.

For this instruction we used the free MIB browser “iReasoning” found at http://ireasoning.com/mibbrowser.shtml.

View OIDs
To view this information, you must do the following:
1. Install the browser to your PC

2. Copy the MIB file associated with your SYSTEM to the hard drive on your PC.(perhaps to a new directory “MIB files” as shown
below.)
3. Load the MIB file for the SYSTEM to your browser.

-

@ iReascning MIB Browser

[ 4

- - - e - - -
File | Edit Operaticns Tools .- - . - — l
@uv| v Computer » DATA(D:) » MIB files
=
[ +
Ll:lad MIE5 Ctrl L Organize » Include in library = Share with = Burn Mew folder
UHLDEd MIEE 4% Favorites = Name ° Date modified Type Size
Bl Desktop @ enviromux-16d.mib 2/8/2013 9:52 AM MIE File 80 KB
MIB Modules A
12| Recent Places|
L

Dpen Session
Select “Load MIBs” and locate the

i B MIB file on your PC.

Exit

TIP: iReasoning provided a couple of default MIB files that were preloaded. To clean up the resulting data tree, we used
“UnLoad MIBs” (above) to remove those.

4. Enter the IP address of the SYSTEM so the browser knows where the SYSTEM is to retrieve data.

@ iReasoning MIB Browser

File Edit Operations Tools
Address: | 192.168.1.21 -

SMMP MIBs

5. With the iReasoning browser, the Read-only Community Name (default is “public”) was automatically sensed and applied
when the IP address was entered, but if this doesn’t happen in your browser, make sure the “Read Community” field in the agent
properties includes the name “public” (or whatever you have changed it to in the E-16D network configuration).
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-

€ iReasoning MIB Browser & Advanced Properties of SNMP Agent o g

File Edit Operations Tools Bookmarks Help ‘ e i e
|192.168.3.

Address: '1192 168.3.100 - ] Advanced... 0ID: . 1.3.6.1.4 Part !iﬁl
e ——
ki I" Read Community pubhc !
MIE Tree N e e e e = == ——— 1
" =)+ | iso.org.dod.internet. private. enterprises.nti. products Wirite Community | ]

|, hardware SNMP Version | 1 =

. ipdusx e
[E- 1) enviromux 16D @
E masterlinit

B " _— I
m bnm T .

6. With that information entered, the default SYSTEM will be accessible for SNMP browsing. A connection that uses security will
require more configuration, Refer to page 2 and your browser manual to apply the required additional settings.

Once a connection is made, the browser will present a directory structure with tree organizing all the different variables of
information available from the SYSTEM. Click on the various categories and sub categories to go as deep into the hierarchy as
necessary. As seen in the image below, each variable of information presented has an OID assigned to it. These OIDs can be
used in conjunction with other SNMP control systems to communicate and/or perform functions automatically.

& iReasoning MIB Browser

File Edt Operations Tool: Bookmarks Help
Address: | 192.168.3.100 v Advanced.. |OID: .1.3.6.1.4.1.3699.1.1.10.15.1.1.2.32 G ~ Operations: Get Next - @6
enviromux160 = Name/OID | Value [[we [ weot [
Ay {extSensorType. 1 Remper st eCombo (32769) mteoer o281 -] @ |1
¥ ‘.Ms"“"' extSensorType.2 ThumidtyCombo (32770) integer iz 16031, | 9
5 e . Integar 192.168.3.1...
[5] inkSersonTable D
Ei ntSensoeEntry ,,
€, intSensorinde
Wy ntSensorType
) intSensorDestription ]
) intSensorGrouph -
W nesensorGiow linteger 152.168.3.1... =
W iwsensorvohe |extSensor Type. 12 UInkeger [192.168.3.1...|
W intSemsaink lextSensorType.13 Tnkeger 192.168.3.1...
tSenscrUntNlame f ; : |
ot s (extSensceType. 14 Integer |152.168.3.1...|
Sengor Int .
[&¥ intsenscamntheashold {ndefined (G Jﬂx
oSy Threhord temper atureCaomba (32769) Integer
intSensorMinWarnThreshold * Sty Combo (32770) hﬂw
(2 ntSenscamanwamThreshold r . Iw =
PRI T IRy S e L e R _ﬂSeMO-me K
R e il == Select here = View OID here
a = E’;s,wr“ H [t Type 2 L oo (327707 Trkeger 192.1 7
d . H ; 2769) nteger 152.168.3.1...
. C‘mmm:h - | enritre cod G Jke ! > )
: P o :Select here | B e e
H Q cxsemavesapton H | aType.26 TuamidityCombo (32770) nkeger 152.168.3.1...
= & extSensorComnector - shwor Type, 27 JmyStation (17) Integer | 5 n|
. W tSensoGrouphis v | ekerpes Tndefined (0) finkger =
= W exsensorGrow H lextShhsorType.29 JeyStation (17) Tnkeger 1.,
s W extsemorvake . axtShhsor Type.30 lundafined (0] linteger [152.168.3.1...|
: ‘:‘5"“““ N~ Type.3t metion (12) Integer 152.168.3.1...
o gexﬁmgdw . -
= axtSensorMinThreshold :
= [2F extSensormaxThveshold g
- I
R . . - i
4 E extSensorAcmTable View category el :_g; xx
i, "'“""":: info here Jac j fnteger 192.169..1.,
Y Hoak FeactivePoser (14 B extSensors
- “:‘“"‘" it Type 41 jundefined () - )
Dk :wﬁuﬂu = ] ndefined (0] = extSensorTable
- et Type.43 undefined (0] : = i
,’MN;.;; = N i 0| = ext5ensmEj£ry_ — o - —
i remotelnputs = Type 45 Andefined (0] ~ @, extSensdhIndex |
- wmm Type.46 \undefined (0) : : . extSensa Type |
il tSansce Type.47 undefined (0) | b
-4 tacsentors ;:me.,, Kondefined (0) : ‘extSensq'Descuptlon
Al (il “i‘"‘“l"*-;_: Jundefinad (0} U extSensqq Connector 1
b e ekl
-, magRegsters [noiemianc . ) extSensq Grouphb I
4, :;?,:wu““ jextSensor Type.52 Each variable : .extSenstmup 1
4 ), sExtemalsensors || S has a value .< ‘ ‘extSenso"VaIue 1
hiame [etseraorype ::lm;x: that can be @ =xtsensdunit I
lom [ 136.1.4.1.3689.LLI1L1L5.1.1.2 jestSensorType. . e . ; ;
s i e identified with E e":ensq;“'t”ame I
Syrtax extSensorType. extSensqyStatus
o *tSensorType.59 n OID...
;‘;‘: ;_,,_-s_,,__,_-r_;_@ anO - [#F extsensqMinThreshold |
eVl jextSensorType.61 [#F extSensaiMaxThreshold |
e
T et = [ZF extsensdMinwamThreshold |
RS EJ' " [ extsensdgaxWamThreshold
e - [ extSensorAcl
. and each variable for each
sensor has a separate OID.
Js0,0rg.dod.internet. private enterprises.nti. products. hardware, D Tabk Entry.extSensor Type. 32
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Each RJ45 Sensor port has two OIDs assigned, because the sensors that connect to these ports often have two possible
functions (Temperature/Humidity, ACLM-V with two connections, etc.). The image above shows they are numbered sequentially
(The “extSensor Type” variable for Port 1 is extSensorType.1l and extSensorType.2, port 2 is extSensorType.3 and
extSensorType.4, and so on, for a total of 32 extSensors (RJ45 Sensor) for an E-16D.)

Each variable for a sensor that is reported has its own OID (i.e. Index number, type, description of the connected sensor, the
connector number the sensor is plugged into, group the sensor belongs to, etc.). When using OIDs, be sure to create an

association with the right variable.

To get specific results in the Result Table, right click on an item in the MIB Tree ;ﬁ""‘m’s
X MIE Tree
a.nd Choose the type Of Seal‘Ch (“Opel‘atlon") yOU want. = |, iso.org.dod.internet. private. enterprises.nti.products
. . . . - | hardware
Get Next- will result in the next OID record of that category, displaying them one at -} enviromux16D
. = |, masterUnit

a time. -} hostSystem

Get Bulk- will result in all the OIDs of that category being displayed at once, but only R

that Category 8 . dewPointSensors

Get Subtree- will result in OIDs of that category and any sub-categories in the tree 4 S ;’”’ '”d‘”l:t'ee

) . ) . . ) ) i pand suptree
Walk- will result in a listing of every OID in the system from the point at which you = I v T
-l por Grap

select it until the last category in the tree. W even  Get Next Ctrl+N
g: s GetBulk Ctrl+ B
[ remo| Get Subtree Ctrl+E
g b Sm"é Walk Ctrl+ W

- L en ”
i || envTrapg s E Cirl+ T
i} otherProduct l
.. enfhware

-
@ iReasoning MIB Browser u a . . '.

File Edit Operations Teols Bookmarks Help

Result Table

The operation can be selected with a right
click (above), or using the “Operations” field
(below). Once selected, press “Go”

A

Y =

\

[

\

- ) extSensorGroup

-\l extSensorValue

E extSensorUnit

- extSensorUnithame
extSensorStatus

E extSensorMinThreshold
By :

[ [ extSensorAdmTable
[ |, diglnputs

Address: | 152, 168.3.100 - Advanced... |OID: .1.3.6.1.4.1.3699.1.1.11.1.5.1 + | Operations: | Get Mext - ’Go
SNMP MIBS _ Result Table |
MIB Tree - MName/0ID Value Type IP:Port
I = . iso.org.dod internet. private.enterprises.nti.products b |lextSensorIndex. 1 il Integer 192.168.3.1...
== .. hardware | temperatureCombo (32759) 192.168.3. 1...
. = . enviromux 160 extSensorDescription. 1 Temperature 1 OctetString |192.168.3.1...
i = | masterlnit extSensorConnector, 1 1 Integer 192,168.3.1... D
| hostSystem extSensorGrouphb, 1 i} Integer 192.158.3.1...
USErs extSensorGroup. 1 b5 OctetString [192.168.3.1... d[)
J intSensors extSensorvalue, 1 755 Integer 192.168.3.L.. |—|
| dewPointSensors extSensorUnit, 1 1 Integer 192.168.3.1... ﬁ
i extSensors extSensorUnitiame, 1 F OctetString |192.168.3.1...
= [ extsensorTable extSensorstatus. 1 normal (1) Integer 192,168.3.1... | &
- ' extsensorEntry extSensorMinThreshold. 1 600 Integer 192.168.3.1...
extSensorindex _ || |extsSensorMaxThreshold. 1 950 Integer 192.168.3.1...
extSensorType =
E extSensorDescription The value of each variable for the sensor can be listed
E extSensorConnector separately.
extSensorGrouphlb
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The E-STHS is a specialty sensor that provides a third piece of information (dew point) managed through an additional category
with virtual ports named “dewPoint Sensors”.

MIE Tree

=~ |, iso.org.dod,
=8 | hardware

E| J enviromux 16D
[=h ) masterUnit

internet. private. enterprises.nti. products

| hostSystem

W) users
-\
- dewPointSensors

| intSensors

= [ dewPointSensorTable
- B! dewPointSensorEntry
% dewPointSensorIndex
é dewPointSensorType
dewPointSensorDescription
é dewPointSensarConnector
dewPointSensorGrouphlb
‘ dewPointSensorGroup
a
= dewPointSensorUnit
‘ dewPointSensorUnitiame
é dewPointSensorStatus
dewPointSensorMinThreshold
- [A¥ dewPointsensorMaxThreshold

| »

Mame OID

Value

The sensor connected to
Port 1 has a dew point

dewPointSensorvalue, 1

value of 41.7 (deg.F)

m

dewPointSensorvalue. 2 50

dewPointSensorvalue, 3 50 [Integer [192.168.3.1.. | =~
dewPointSensorvalue. 4 50 ) ' -
dewPointSensorValue. 5 50 The other values are 50
denPontSensorVai=.6 0 because there are no
dewPaintSensorValue, 7 50 other dewpoint sensors
dewPointSensorValue. 8 50 connected.
dewPointSensorvalue.9 50 The default value for
dewPointSensorValue. 10 = this variable for an
dewPointSensorvalue, 11 50 unused sensor is 50.
dewPointSensorvalue, 12 50

dewPointSensorValue, 13 50 Integer 192.168.3.1...
dewPointSensorValue, 14 50 Integer 192.168.3.1...
dewPointSensorvalue, 15 50 Integer 192.168.3.1...

dewPointSensorvalue, 16

192.1568.3. L...

Integer

The group "allExternalSensors" consolidates information for all of the external sensors connected to the ENVIROMUX, whether
directly or through DIL6DO(R)16 expansion units. One of the differences between sensors listed here and those under
"extSensors" is that the Value is presented in OctetString format here.

A ifesoning MIB Browser S8 s

File Edit Operstion: Tool: Bookmarks Help |
\Address: 192.168.3.100 v Advenced.. | OID: .1.36.1.4.03699.01.11L02001LE | Dperations: Get Next - o |
?@‘E‘r Result Table |

Tee r T
Hame /0D Ve Type PRt |
el “':;:”'“"M S temabensorVake. 58 EEREIETRITY Getetsung 19216830 .| @
e}, et (A stevnalSensor Vikie 59 [OctetString 19.‘15! A1 E
- o TR e atermalSensorvakue. 60 OctetString 192.168.3.1...
-+ ': s stermalSensenVakie 51 [Octetiring  [192.168.3.1.... D
- o o stermalSensorValue 62 et Siring B =
- hardwars t-mmnﬁ- &3 r,a
= -
L erwviromux 16D
Sl masterUnk - ]
) hostSystam =
L T=h =
=i J inkSensors
o [ ntSensorTable
) suxSensors
Lok |8 stesmalSensoeViakie CxtetSiy i
. dchm: SiE sternalSenscrVakie. 73 | 182,168
! wcc'm[ ok stermalSensorVakue. 74 OctatSring _[192.168.3.1...
ol o steralSensorVakie. 7S (Octetstring  [192.168.3.1...
" ::ﬂ. aBE stemalsensorVakse. 76 OctetString  |192.168.3.1...]
amartAlests -ﬁllun&e’w\'d:??
' il |8l sternalSenserVake. 78
: . elays -‘!I ndSlrw\fM?!
Ji remoteR
i smokeDetectors
ke tacSensors
| wSeraors
b sunlSensors
| | magReghtes
N ot
o e M xtomalSensorake 87
. g‘"”’;’“ Table ol atermalSerscrVokue. 58
£ aecten Erty t-wmvmn
q&::.g . Index ‘xlun&mvdﬂem
. pre ulD mmmm- ETH
et T ol xtemalSensorValue 52
byt M"‘;“" B s tesnalSensorVakie 93
g < 2 alE sternalSensar ¥ sk, 54
W sEstenss G " vﬁxtﬂn‘&rw\fdlﬁ
Extar G &:Lgndsmmvdw %
B
2 MEternaSensorStatus
ixlﬂnd&nsuvdl: 100
dEstemalSensoMarthreshold =
Al stenaSensorMayW armTh eshold ::: = '“':: ::;
| @ :;:emdsem.&(hlabk = :«lﬂuvu oo
b e
2l xtermalSensor
b ervirspe Vakie, 105
@ ctherr |aiE xtesmalSensorVakse. 106
Ay softwae i | stermalSensorVakue. 107
(S stesnalSensce Vakue. 108
‘ﬂ-mvﬁ 109
| S stermalSensorake 1z

|nl‘€l
(v

|-1.36.1.4.1.3699.1.1.10.1.20. 118
Tenammran i er

|SiE stermalsensorvakue. 113

114

fisz16a31..
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NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

USING SNMP WITH DCIM

If your DCIM (Data Center Infrastructure Management) software is compatible with the ENVIROMUX MIB file, it can be used to
monitor the ENVIROMUX sensors. For example, the Schneider Electric DCIM software can be used to sense the E-xD. They
provide instruction on their website for using existing DDF files in XML format as well as instruction for requesting custom DDF
files that enable our MIB files to integrate with their DCIM. See the Schneider Electric website for more information.

ShMIP Device Settings

| Device Definition Files
Device Definition Files
Device Scan Settings
Glabal Scan Settings
Supplermnental 0IDs

Hame Versson

APC MetworkAIR 5C

APC NMC 1x

APC PCRE

APCPDU

APC Power Management Module

APC RackAccess PX

APC Rack ARU

APC SmartlIP5

APC Syrnrnetra PX 2507500 Display

APC Traps

APC XATS

BayTech

Cisco

Conteq IPSEIZ36CI6C511

Core

Dedl

Ecobresze

Enlogic POU

Integral Technologies 3

Lisksart 55

MGE 5T5 2

MGE UPS 28

MIE I 4

MetBotz 250 i

Michrars 2
2
5
4

= R g g g

i B NB o =) B B PO

Rl

NTI EnviromiuxsD

PCNS

Power Logic lonTx50

Schneider ACRC301 15
Schneider ACRD2G 12
Schneider Electic/Uniflair LE G2

Schneider Electnc StruxureWare Data Center Operation 4
Uniflasr_LE 4
UPS KB 1"

Example of Listing of DDF files in DCIM
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NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

USING SNMP TO ACQUIRE CPU/MEMORY USAGE DATA

You can use a MIB browser to acquire ENVIROMUX memory and CPU usage information (requires firmware version 2.16 or
later). By loading the U.C. Davis MIB file “UCD-SNMP-MIB.mib” (copy found at

http://www.net-snmp.org/docs/mibs/ucdavis.html ) into your MIB browser, memory and CPU usage information for the operating
system in the ENVIROMUX can be readily viewed.

s

File Edt Operations Tools  Bookmarks  Help
Address: |192.166.5.100 - | Advanced. .. OID: [.1.5.6.1.4.1.2021. 11.63.0 v| Cperations: ‘Gat Mext  w ‘ ” G0
ol Mame 01D Yalue Type
& [ prable ssIndex.0 1 Integer
B[ memary ssErrorflame. 0 systemStats (OctetString
- B extTable ssSwapIn.0 ] Integer
G [ dskTable ssSmapOut, 0 0 Integer
- [ laTable ssI0Sent.0 ] Integer
e ssICReceive.0 0 Integer
ssSysInterrupts.0 151 Integer
ssSysConkext.0 237 Integer
ssCpullser.0 1|‘2§| Integer
ssCpuSyskem. 0 5 — Integer D”'
ssCpuldle.0 79 Integer
‘ ssIOReceive ssCpuRawliser.0 9554948 Counter32
‘ ssSysInterrupts ssCpuRawhice. 0 0 Counter32
ssSysCantext ssCpuR awSystem. 0 39035353 Counter32
‘ ssCpullser — lssCpuRawIde.0 555951275 Counter32
ssCpuSystem ssCpuR awiiait. 0 0 Counter32
ssCpuldle ssCpuRawkernel 0 0 Counter32
‘ ssCpuRanllser ssCpuRawInterrupt.0 0 Counter32
ssCpuRawlice ssIORawSent. 0 0 Counter32
‘ ssCpuRawSystem ssIORawReceived.0 0 Counter32
‘ ssCpuRanIdie ssRawlInterrupts. 0 117150156 Counter32
ssCpURariait ssRawContexts.0 179752750 Counter32
- T ¥ lssCpuRawSoftIRG.0 641028 Counter3z
Name systemStats ssRawswapIn.0 0 Counter32
oo 1361412021011
| [ UCO-SHMP-MIB
Synkax
Arcess
Status
e

CPU Information found in the ""systemStats™ folder

File Edit Operations Tools Bookmarks Help

Address: |192,168.3,100 v Advenced. ODi L3614.120214.1000 v | operations:[Get st v | @0
| é Result Table |
I e HameoID Yalug Type |
[=423 UCD-SHMP-MIB 50, org. dod.inkernet. private. enterprises, ucdavis memindex.0 o Inkeger |
(- [T prTable memErroriame. 0 swap OctetString l
BE memTotalSwap,0 o Inkeger |
-y memIndex memfvailswap. 0 o Integer |
@ memErrortiame memTotalReal.0 61456 nteger l
-y memTatalswap memAvaiReal.0 31108 Integer Il
& memivailsiwan memTatalFree.0 31108 Integer e |
£ ‘ memTatalReal — | [{memMinimum3veap. 0 16000 Inkeger @ 1
-l mempwaiReal memshared.0 o Integer |
) memTakalswapTxT memBuffer.0 o Inkeger = |
-y memAwailSwapTaT memCached.0 15688 Integer |
-y memTataRealTXT |memwwapError.d 1 Integer |
& memavaiRealTAT i Running
-} memTotalFres
& memblinimumSwap
-y memShared -
- memBuffer
) memCached
= ‘ mem3wapError
-l memSwapErrarisg
—Li e
Mame MEmary
Ol 1.3601.401.2021.4
MIB UCD-SKMP-MIE
Synkax
Arcess
Status
Defyal
Indexes
Descr

Memory usage information found in the "memory" folder
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NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

READING SNMP VALUES WITH PAESSLER PRTG

To add and monitor E-xD sensors and alerts using the Paessler PRTG software, you need to convert the MIB file (supplied by
NTI) to an OIDLIB file using the converter in the following link:

https://www.paessler.com/tools/mibimporter

Drop the resulting OIDLIB file into the snnpl i bs directory of the PRTG installation directory. Now open the PRTG application.

Add your E-xD device to PRTG with SNMP credentials as set in the device. Any sensor can then be added using Devices->E-xD
Device -> Add Sensor ->

Select ‘'SNMP’ for Technology Used ->
Search for ‘Library’->
Click ‘+' for SNMP Library ->

Select E-xD oidlib ->
Select the sensor you wish to monitor and configure the settings for that sensor accordingly.

For external sensors the Lookup value needs to be set to "None", otherwise you will get the message "lookup failed".

The “Sensors Divisor” needs to be set to 1, 10 or 100 as appropriate depending on sensor type.
Ex; For E-STHSB humidity set the divisor to 1

For E-STHSB temperature set the divisor to 10.

For E-AV-LC air velocity st the divisor to 100.

If using a sensor from allExternalSensors group, the datatype needs to be set as string and the Sensor Divisor is not necessary.

Add Device to Group Local Probe »

Help: Add a Device

Device Name

1Pv4 Address/DNS Name

This field Is required. (]
T L]
| |
= e
|
Device lcon {
@= Ok OB o Q0B 0Ok 08 Ol O% 0Aa i
O¢ OB O& OB OD OF O= O£ 08 08
oE 08 O0® 0O« oml 08 08 030 0O8 OH u
O OB O oAl O~ O% O® O of O=
0] 08 Ol O= 0= O O— O® O% O
O= O® O— OB O+ O— O~ ON 0O& O= |
O— O= O— OB Ol ow ¢
I
Sensor Management ]

Cancel oK

Instruction found at https://www.paessler.com/manuals/prtg/add_a_device .
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NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

£ Overview {#) Live Data 2 days 30 days ﬁssisdiaij,:si | Historic Data Log ¥ Settings
diskioindex diskiolal diskiola15 diskiolas disldonread
) 2) o) 2
o 0 0 o
dis onreadx dis konvaitten dis konvittanx dis koraads
2) 2) 2, 2,
o 9 o o
dis kovarites
2 0 2 o m

Channel « D Last Value Minirmum Maximurm
diskinindex 2 2 2 2 &
diskiola1 7 0 0 0 =
diskiolal5 9 0 0 0 &
diskiola5 8 0 0 0 2
diskionread 3 0 0 0 &
diskionreadx 10 0 0 0 &
diskionwritten 4 0 0 0 &
diskionwrittenx 1 0 0 0 <
diskioreads 5 0 0 0 &
diskiowrites 6 0 0 0 &
Downtime -4 £

Image of SNMP Custom Advance Sensor created by SNMP Library found at
https://www.paessler.com/manuals/prtg/snmp_library_sensor
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NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

USING SNMP TO VIEW AND CONFIGURE SETTINGS

You can use a MIB browser to view System Information as well as view and change ENVIROMUX network settings (requires
firmware version 2.53 or later).

To see System Information values, click on "masterUnit" under the ENVIROMUX model, then click on "hostSystem" , right click to
open the menu and click on "Get Subtree".

SNMP MIBs
=}y enterprises
=248 nti
(=} products
=+ Ju hardware
53} enviromux2D
[#~ 1, enviromux5D
(=~ 1, enviromux16D
= ), masterUnit
i .
_ - | 1 ‘SY Find in subtree
Right-Click to i sy Export to CSV
open the submenu @ sy
Expand subtree
| W sy - Ctrl+R
@
sy Get Next Ctri+N
@ fir Get Bulk Ctrl+B
5 de Ga[;s;btree CtrleE
i sy
- de Wa Ctrl+W
' ‘de| Table Ctrl+T
) deVMEnUTaCTIrer
‘ users
[#- {, intSensors
[#- 1, auxSensors

Get SNMP values for System Information

All the settings under System Information will be displayed.

Dee s Result Table |
b enterproes i Hame 0D | Value
= SyaTeme.0 A0S 018 122315
i products SysEnterpraetiane.0 Es-av
hardware systriterprselocation. 0 [}
8 | emromain IysEnterorisetranch.0 Engreeng
ervvromu D sysEnteronseRack.0 BT
§ oo 6D E|l sysErterprseContact.0 Engreerng
etk SysEnterpraehone. 0 BFau-swnn
Jrneziten ] famwareverson 0 2=
) sysTime: decebodel. 0 BWIRDMUA- 180
) sysEnterprnetiame Fpfesetd romsig)
aculions e Senatim. 0 [ 16004
 sysEnterprsefranch = B
) sysEnterpraefack [+ devianufactuer Metwork Technoicges Inc

) sysEnterpraelontact

) ceMarufactuner
users

j. ntSensors
unSernon

System Information displayed in SNMP

From this, the user can change settings by right-clicking any property and clicking on "Set". Enter the desired value and click
"OK" to make the change.
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NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

Note: When you select "Set" for "sysReset", you can cause the ENVIROMUX to reboot by changing the value to "1" and click
"OK".  The ENVIROMUX will immediately reboot. All connections to it will be lost.

K
=}, products B
& Ju hardware
i - J, enviromux2D
(-}, enviromux5D
?- . enviromux 16D =
i = ) masterUnit
. B~ ). hostSystem
S ‘sys‘l’lme
- ¥} sysEnterpriseName L
- sysEnterpriseLocation
- sysEnterpriseBranch
- sysEnterpriseRack
- ) sysEnterpriseContact
-} sysEnterprisePhone
: .ﬁrmwareVersiDn
: IgdeviceModel
‘E Find in subtree
P & d Export to CSV
i .‘d Expand subtree
; userg
(- intSe) Grap Ctrl+R
i BeanS | oy Ctrl+G b
SR Get Next Ctrl=N
flo .1.3.6.1.4.1.3699. 1. 1.11. 1.1,
lfvie ENVIROMUX 16D Get Bulk Ctrl+B
Syntax INTEGER {normal(0), reboot(1] Get SMr : Click "Set" to
u:::f: :;d;vtﬂm 5 ctles || make a change
[Defval Wal Ctrl+W [
(findexes TableYie Ctrl+T
Initiates system reboot. Norm:
||Descr
- ¥} firmwareVersion LI
deviceModel r - .
i & SNMP SET ‘ “
- ) devSerialNum
= dEVHﬂfd';:EReV OID |.1.3.6.1.4.1.3699.1.1,11,1.1.10.0)
: devManufacturer = 3
‘users Data Type l.nteger 24
: g intSensors Value |{rormal(0), reboot(1)}
-} auxSensors
1.1.11.1.1.10
), reboot(1)} = : “I." "I

Use SNMP to reboot the ENVIROMUX

16



NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

To view and change network settings, double-click "NetConfRegisters" from the SNMP MIBs tree.

- Advanced... OID: |.1.3.6.1.4.1.3699.1. 1.11. .20

.1.3.6.1.4.1.3699.1.1.1L.1.20
ENVIROMUX 160

Network Configuration topics through SNMP

To view the current setting of any property, right click the topic and click "Get". The value for that property will appear in the
Result Table.

Harme OID [ Ve [ e | mron
_ﬂiﬂ-:ﬂlﬂ 115723 AM OctetSting :19}.:6!.!.2...

Find in subtres
Export to C5V
Expand subtree

CirleR
Get G - - I
s;»m[} % |
v R e = Click "Get" to
s Curtes ] view the current
e i i value for each

topic

View Network Configuration settings in SNMP
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To change a network setting, right click the topic and click "Set".
Then click "OK".

change that topic

Note: Individual network setting value changes will not take immediate affect.

to.

NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

In the window that pops up, enter the value that you want to
Repeat for each of the network settings to be changed.

Once you are done making all network

setting changes, right click the topic "netConfSave", enter the value "1" and click "OK". All network settings changes
made will now take immediate affect.

Result Table |
Name/OID Value Type | IPPort

[sysTime.0 04-09-2018 11:57:23 AM OctetString |192.168.3.2...
sysEnterprisehiame.0 E-160-38V OctetString |192.168.3.2...
IsysEnterpriseLocation.0 NTI OctetString  |192.168.3.2...
sysEnterpriseBranch.0 [Engneerng OctetString  [192.168.3.2...
IsysEr Rack.0 B17C OctetString  [152.168.3.2...

ontact.0 g q OctetSting  [192.168.3.2...
sysEnterprisePhone.0 330-562-7070 OctetString  (192.168,3.2...
preEnterpresPhoned I e
ideviceModel.0 ENVIROML - 16D IOctetString  |192.168.3.2...
sysReset.0 inormal (0) finteger  |192.168.3.2...
devSerialium,0 16004 OctetString  |192. 168.3.2...
devHardwareRev.0 8 OctetString |192.168.3.2...
devManufacturer.0 Network Technologies Inc OcletString_|192.168,3.2..,)
inetConflPv4Addr.0 |192.168.3.216 OctetString |192.168.3.2...
petConfiPv4Made.0 static (1) _finteger ___ 1192.168.3.2...
netConfiPvaMask.0 [255.255.255.0 OctetSing 192, 168.3.2...
InetConflPvaGateway.0 |192.168.3.3 OctetSting  [192.168.3.2...

SNMP-Present Network Configuration

& SNMPSET

Result Table ]
2 Name/OID |
sysTime.0 04-09-2018 1L:57:23AM
sysEnterpriseName. 0 [E-16038V
ocation.0 INTI
sysEnterpriseBranch.0 Engneering
lsysEnterpriseRack.0 B17C
ontact.0 [Engr g
e 330-562-7070
i Gon.0 |2.53
deviceModel.0 [ENVIROMUX-160
5 ] Jnormal (2)
et 16004
R T O
devManufacturer.0 [Metwork Technologies Inc
S T
netConflPyvaMode.0 static [§1]
=il neiConflPy tash,0

#- ). remoteRelays
- )., smokeDetectors
W) tacSensors
- . ipSensors
@ ), suxensers
. H - |, msgRegisters
Tip: After making \ i
changes to network =g nem
- jretConfIPvaMode
settings, before %mmmm
executing changes Z:ggma
. ¥
with netConfSave, netConfPreDhS
right click szt e W
"netConfRegisters " netConflPvéMode
and select "Get :‘&"MLM
Subtree" to have gm&tml&w:ﬁmﬂum
r netConfLocallP Addr
the result table o A
update with the new PetCon
netConfVlaniD
values. O fSie
Review any 8 e
jode =
Cha_nges before less. 11111201
saving them. P
b(a), statc(1)}

0D |.1.3.6.1.4.1.3699.1.1.11.1.20.1.0
Data Type |integer
Value | (@

UL NERLONUFVoMouT

} I?net(:mﬂPvGAddr

} I?net(:mﬂ?vﬁﬁateway

} I?net(:mf’énabieﬁwﬁwmel
} I?net(:mﬂ.ocalIPAddr

} I?nettmﬂ?ﬂnote?v%ddr
} I?nettmﬁllatﬂ\abbed

} I?net(:mfvlanm

Que up changes to Network Settings

& SNMP SET

O |.1.3.6.1.4.1.3699,1.1.11.1.20.16.0
Data Type |Integer

Value |{normal(0), save(1)}

Change Value to "1"

and click "OK" to make

] uomod.)

your changes take
affect.

Save and execute changes made to network settings
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NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

USING SNMP TO CONTROL SIREN AND/OR BEACON

You can use a MIB browser to toggle the siren and beacon ON and OFF. (requires firmware version 2.52 or later).

To see the siren and beacon entries, click on
"masterUnit" under the ENVIROMUX model, then
click on "sirenBeacons" , double-click to open the
subtree.

To see status, right click "sirenBeaconsStatus" to
open menu, and click on "Get Next".

The status will show up in the results table to the
right.

= ). products
= Ju hardware

- 1, enviromux2D

-}y enviromux5D

- J0 enviromux16D

i B ) masterUnit

#- J, hostSystem
-y users
| intSensors
| auxSensors
. extSensors
, diglnputs
. ipDevices
| outRelays
, pwrSupplies
events
, smartAlerts
. remotelnputs
. remoteRelays
smokeDetectors
tacSensors
, ipSensors
aux2Sensors
. msgRegisters
| sirenBeacons
[ sirenBeaconsTable
& sirenBeaconsEntry
; sirenBeaconsIndex
sirenBeaconsStatus

- J. netConfRegisters

(1] S o o -t o - ot ot - ol o ot e o) - o

m

sirenBeaconsStatus

.1.3.6.1.4.1.3699.1.1.11.1.19.1.1.2

ENVIROMUX 16D

INTEGER {both_off{0), siren_on(1), beacon_on(2), both_on(3)}

read-write

current

sirenBeaconsIndex

The status of the sirenBeacons register

s

I TRYREYIE 3
=+ | sirenBeacons
= [ sirenBeaconsTable
= sirenBeaconsEntry

r sirenBeaconsIndex
(N nemmme@stﬁ—g Find in subtree
: = Export to CSV
sirenBeaconsStatus
.1.3.6.1.4,1.3699.1.1.11,1.19.1.1.2 Expand subtree
ENVIROMUX 16D Graph Vie Ctrl+R
INTEGER {both_off(0), siren_on(1), beacd-
read-write Get Next Ctrl+N
current Get Bulk Ctrl+B
sirenBeaconsIndex Get Subtree Ctrl+E
The status of the sirenBeacons register Walk Ctrl+W
Table View Ctrl+T

Siren and Beacon status viewed from MIB browser
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NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

In the results table, right-click "sirenBeaconStatus.1" to open menu. Click "Set" to see window where the settings of the Siren and
Beacon can be changed.

File Edit Operations Took Bockmarks Help
ladaress: | 192.168.3. 100 v Adverced.. |O|.136.L40L3639.LL1L119.112 ~ Operstons: GetNext. - o

i 4 maSensors i Hiarme OID I Vale [ Tiwe
-y extSensors ] Vo e 16 26,38 91 Wed gr 4 15:43:38 EDT 2018 st Cetetstry (192, 188.0.1...

Find il ree (double chck)
Copy
Delete

srenBeacoralnder
b retConfegaters

3 enGroups

d o enlrags

W oerProduct
) sofware =

[ L6 LAL®M.LLILLILLE
| WO IED

|INTEGER. (both,_off(D], sren_on(1), beacon_on(2), both_on(3i}
|readwrte

e e e

& SNMP SET S5

OID :7.1.3.5.1.4.1.3699.1.1.11.1.19.1.1.2.1
Data Type | Integer -

Value | {both_off(0), siren_on(1), beacon_on(2), both_on(3)}

(o) [omcnte

Control Siren and Beacon operation from MIB browser

Enter a value of 0 to turn both OFF
1 to turn the siren ON
2 to turn the beacon ON
3 to turn both the siren and beacon ON

Then click OK to execute the change. The change will have immediate affect.
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NTI ENVIROMUX SUPPLEMENTAL INSTRUCTION

USING INTERMAPPER FOR SNMP

Intermapper's network monitoring software helps you create a network map, giving you a live view of what's happening on your
network. Intermapper is a cross-platform, network monitoring, and network mapping program for Mac, Linux, and Windows.

The current version of Intermapper comes with a variety of network probes based on ping, SNMP, http and other network
protocols used to monitor the state of networked devices and servers.

To use Intermapper with the ENVIROMUX, you will need to import the E-xD MIB file to Intermapper program.

The MIB file is available for download from the firmware update website:
http://www.networktechinc.com/download/d-environment-monitor-16.html for E-16D / -5D / -2D

Adding SNMP probe to the Intermapper is described in the links below.

https://community.helpsystems.com/kb-nav/kb-article/?id=3681489¢c-68c3-eb11-bacc-000d3alfe4cO

https://www.helpsystems.com/intermapper/interactive-snmp-probe-builder? ga=2.200786861.26862347.1650895816-
961834423.1650895816

https://community.helpsystems.com/forums/intermapper/snmp-probes/577f53db-fa83-e511-80cf-0050568460e4#902aaa7a-fh83-
€511-80d0-005056842064

OPEN SOURCE MONITORING INTEGRATION

The ENVIROMUX is compatible with other open source SNMP network monitoring tools, including, but not limited to Nagios, Zabbix
and MRTG. Below are links to instruction for using these available on our website.

e SNMP Plugin for Nagios
e NTI SNMP Plugin for Zabbix
e Using Multi Router Traffic Grapher (MRTG).

Rev 9/7/22
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https://www.helpsystems.com/intermapper/interactive-snmp-probe-builder?_ga=2.200786861.26862347.1650895816-961834423.1650895816�
https://www.helpsystems.com/intermapper/interactive-snmp-probe-builder?_ga=2.200786861.26862347.1650895816-961834423.1650895816�
https://community.helpsystems.com/forums/intermapper/snmp-probes/577f53db-fa83-e511-80cf-0050568460e4#902aaa7a-fb83-e511-80d0-005056842064�
https://community.helpsystems.com/forums/intermapper/snmp-probes/577f53db-fa83-e511-80cf-0050568460e4#902aaa7a-fb83-e511-80d0-005056842064�
https://www.networktechinc.com/nagios-plugin.html�
https://www.networktechinc.com/zabbix-snmp-plugin.html�
https://www.networktechinc.com/enviro-xd-mrtg-app.html�

